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e Healthcare since 2007

» CISO, Technology Executi
Development

What Guides Me
-Why am | doing this?
- What is my purpose
-Who do | serve?




Handling Cyber Security Threats

Key Technologies and Process are a must for all Organizations
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How do we respond to a cyber security incident?

2. EVALUATION & TRIAGE

* Forensic Investigation
* Containment / Mitigation
* Legal Review
* Recovery

Recovery

1. DISCOVERY

Incident Response Team

Incident Analysis — Assess the Impact
MINOR: Detect & Resolve
MAIJOR: Escalate through
Incident Response Plan

Report Discovery via proper channels
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3. MANAGING THE SHORT TERM
CRISIS

* Immediate Response Planning
* Communications, PR, Crisis Management

4. LONG TERM RESPONSE
MANAGEMENT

* Long Term Recovery Planning:
Legal, Reputational, Media

* Customer Communications

* Recommend Improvements



Membership of the Incident Response Team

Incident Response Team leader/coordinator
Privacy Officer

Legal

Risk Management

Others as appropriate

— Information security

— Law Enforcement

— HR, employee relations, patient relations
— Public relations / Marketing

— Fulfillment Vendor

— Beazley/Broker

— Outside legal counsel

— Crisis Management Firm




Cyber Security influences on operational and
strategic processes

* Proactive Cyber Audits for new partnerships

* Annual Planning for Cyber Investments

* Cyber Security is a Team Sport




What is 2 Factor Authentication?

PASSWORD ACCESS

v

Success!

* Successful Rollout for 60,000+ Users S s

e Secure Remote Access for ALL workforce - 2
members

* First Wave Rollout: April 2017 (90% of
workforce)

* Second Wave Rollout: June 13 (99%)
* Final Wave: Sept 1 (100%)




Evaluating partners cyber security risk

Gain objective insight into 3 Engage partners with accurate,
party cyber security actionable security insights

Hosting Locations

Recon Rating Industry Ratings
6.4
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Domain Ratings

mail Security 4 01N | ]

Allocate risk resources to Continuously monitor partner
where they are most needed performance

Vendor Inherent Risk Rating

Collaborate with partners to
reduce risks

RiskRecon Rating



Risk Recon -- Sentara’s On-line Security
Credit Score

Recon Rating Industry Ratings

7.9

1 Oth

Health Care

Domain Ratings

Software Patching Web Applications
Web Encryption : 0.6 Threat Intelligence
Data Loss History : Defensibility
Governance : System Hosting

Email Security 0.2 DNS Security

*The CISO's proposed target scores for each area is at least 7.6



Who are your partners in developing best practice for
Cyber Security?

Sentara’s ISAO Partners

WHAT IS Information Sharing & Analysis
Organization (ISAO)? Ny
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Mission: Improve the Nation’s cybersecurity posture by identifying SENTARA®
standards and guidelines for robust and effective information sharing
and analysis related to cybersecurity risks, incidents, and best

practices.
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Information Sharing & Analysis Organization (ISAO)

Members with common cybersecurity objectives



Proposed: Transition from “CanAudit
findings” to ongoing compliance with
information security policies (to be

aligned with NIST 800-171)
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New Vulnerability Dashboard
Weekly Statistics

Map current CAS reporting from
existing dashboard to discreet
alignment with NIST 800-171
domains/categories

Sentara's Compliance Dashboard
49,000

Enterprise Vulnerability Managed [l Unmanaged
39,000 10,000

CAS to audit control
effectiveness of Sentara’s
implementation of NIST 800-171

Servers Endpoints

Emergent

Vulnerabilities

Non

Compliant Compliant

V P 3 35,000

Exceptions
15,000

Compensating
Controls 11,000

35,000

Manage future executive and
board reporting on cyber security
program compliance.

Partnership: IT Security & Corporate Audit Services
Risk Reporting. “Moved from RED to ORANGE to YELLOW”
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Provider Portal: Optimahealth.com
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5 BLOCKS

APIls, Digital Ledgers

In-depth understanding of our
customer through frequent
engagement

Leverage Microsoft, Amazon i P
and Google . i Consumer Data

Delivering healthcare
In new ways



SET IN LINE




CLOUD SECURITY
TOOLS AND OWNERSHIP

Responsibility Zones

Responsibility Saa5 Paas la On-prem

Always retained by customer

Varies by Service Type

Transfers to Cloud Provider




CLOUD SECURITY

TOOLS AND OWNERSHIP
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Peer Benchmarking

Benchmark
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Healthcare




Cloud Technology

* By HIMSS20, Sentara will have completed a major
partnership and founded a NewCo with the mission of
providing an advanced cloud technology service for health
provider organizations.




* In 2018, developed first-in-class Internet-of-Things Device
Identity Management platform.

* In 2019, joined Health Utility Network. HUN is a
consortium about to turn NewCo, founded by four major
Insuranace companies, two significant provider
organizations, a large financial institution and a large
technolog company. HUN will develop new protocols for
remediating the data accuracy and financial friction
among Insurance and provider organizations.



Hampton Roaorkforce Development

.

* In 2017, the Information Security on-boarded 10 college students
as continuous part-time staff.

e Students from Old Dominion University, Regent University,
University of Virginia, Thomas Nelson Community College, and
Tidewater Community College

e Students are significant contributors as Security Analysts and Risk
Analysts

 Through 2019, we have leveraged these academic partnerships,
creating internship and training for next generation of
Cybersecurity Professionals
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Cybersecurity Act of 2015 (CSA):
Legislative Basis

CSA Section 405

Improving Cybersecurity in the Health Care Industry

Section 405(b): Health Section 405(c): Health Section 405(d): Aligning
care industry Care Industry Health Care Industry
preparedness report Cybersecurity Task Force Security Approaches

23



WHAT IS THE 405(d) EFFORT?

An industry-led process to develop
~ consensus-based guidelines,
~ practices, and methodologies to
strengthen the HPH-sector’s
cybersecurity posture against
cyber threats.

HOW WILL 405(d) ADDRESS HP
CYBERSECURITY NEEDS?

With a targeted set of app
& voluntary practices t

to cost-effectively redu
cybersecurity risks of
organizations.
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Document - Content Overview (1/2)

The 5 current threats identified in
healthcare:
Email Phishing Attacks
Ransomware Attacks
Loss or Theft of Equipment or
Data
Internal, Accidental, or

Intentional Data Loss

Attacks Against Connected

Medical Devices that May Affect
Patient Safety

hitps://www.phe.gov/40
5d



https://www.phe.gov/405d

The document identifies ten (10) practices, which are tailored

large organizations and discussed in further detail in the tech
Email Protection Systems

Endpoint Protection Systen

Access Manageme

Data Protection

Asset Manag

Network

27
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Introduction and Executive Summary

HICP 1s...

A call to action to manage real cyber
threats

Written for multiple audiences (clinicians,
executives, and technical)

Designed to account for organizational
size and complexity (small, medium and
large)

A reference to “get you started” while
linking to other existing knowledge

Aligned to the NIST Cybersecurity
Framework

\oluntary

HICP is not...

» A new regulation

» An expectation of minimum baseline
practices to be implemented in all
organizations

» The definition of “reasonable security
measures” in the legal system

» An exhaustive evaluation of all methods
and manners to manage the threats
identified

— You might have other practices in
place that are more effective than
what was outlined!

» Your guide to HIPAA, GDPR, State Law,
PCI, or any other compliance framework

29
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are Expertise  Technology Leader

Tier-1/2/3 Event Analysis
Threat Hunting

Technology Management
Vulnerability Management

For further information, contact Gene R
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